MH(I)OpMaLI,Mﬂ 06 OCHOBHbIX Bnaax moweHHun4yecrea

B HacTosiwee Bpems Hambosiee PacnpoCTPaHEHHbIM CNOCOHOM COBEPLUEHUA MPEecTynieHuin B
AaHHOW chepe ABNAETCA XULeHUe ¢ 6aHKOBCKMX KapT rpakAaaH, Koraa 3/10YMblLUAEHHUKK Mo TenedoHy

NPeACTaBAATCA COTPYAHUKaMKM CyK6 6e30MacHOCTM pas3vyHbiX 6aHKOB W MOA  Pa3/IMYHbIMU
npegsoramu noayyatoT oT noTepneswnx Homep 6aHKOBCKOM KapTbl, kog CVV (3 undpbl Ha obpaTHOM
CTOPOHE KapTbl), a TaKKe naposn, npuxoamsline no SMS, Heobxoammble gns npoBeseHNs GUHAHCOBBIX
onepauum.

TaKKe 3/10yMbILIIEHHUKN MOTYT COOBLWUTL NOTEeprneBWNM O HEOHXOAMMOCTH YCTAaHOBNEHMA Ha
CMapTOOH, KOMMbITEP WAM NAQHWET pas3inyHbiXx nporpamm («Anydesk», «Quick supporty,
«Teamviever» u Aap.), BblgaBasa WX, B TOM 4yucae, 33 aHTUBUPYCHble, MO3BOAAIOWMUX MOLIEHHMKAM
AUCTAaHLUUOHHO, T.€. yAaNeHHbIM 40CTYNOM, YNPaBAATb CMapTGOHOM, HOYTOYKOM UAM MJIAHLLETOM U,
KaK C/efCcTBUE, OCYLLECTBAATb OHMANH NepeBoAbl OT UMEHU NOTEPNEBLUUX Yepes UX JIMYHDbIM KabuHer.

Ob6pallato BHMUMaHKE, 4YTO B XoAe TenedoHHbIX Pa3roBOPOB MOLLUEHHUKU MOTYT COOBLLUTL Ballm
nepcoHanbHble aaHHble: PO, aaty porKaeHWA, MacnopTHble AaHHble, a TaKKe AaKe nocieaHue
onepauun No BaWnm cHetTam. Kpome TOro, NpecTynHUKM, NCNOAb3ys BO3MOXKHOCTU IP-TenedoHMM, moryT
OCYLLECTBAATb 3BOHKU C aBOHEHTCKMX HOMEPOB, CXOMUX WAU UAEHTUYHBbIX OPULMANbHbIM HOMepam
6aHKOB, YKa3aHHbIM Ha 060POTHOW CTOPOHE KapT.

Yto6bl He CTaTb XXEepTBOW NoA06HbLIX NpecTyniieHnit HeobxoaMMO MOMHUTb, YTO HacTosAlMe

COTPYAHUKN B6aHKOB HUKOrAa He 3BOHAT KAMEHTamM W He MpocAT CcoobWwuTb MM  Kakylo-anbo
MHPOPMaLMIO, KaCcaloLLYOCA KaK UX MepcoHasbHbIX AaHHbIX, Tak U BaHKOBCKOW KapTbl. HU Npu Kakux
obcToATeNbCTBAX HE pasriallanMTe HUKOMY, BK/OYAs COTPYAHWKOB OaHKOB, Maponu Ha nposedeHue
onepauuin. Maponb Ana Bxoaa B cucteMmy «baHK OHAaMH» 3TO Balla AMYHAA KOHOMAEHUMaNbHan
MHbopMauma. TaKxKe, He B KOeM Cayvae He CTOMT yCTaHaBAMBaTb MO Npocbbe HeM3BECTHbIX ANL, Kakue-
b0 NpunoxKeHua (nporpammeil).

MHble cnocobbl MOLWEHHUYECTBA COBEpLUEHHbIe AUCTaHLMOHHbIM cnocobom.

C ncnonbsoBaHmem cetu UHTepHeT:

1. NMytem nonyvyeHunsa npeponnatbl B padmepe Ao 100% 3a TOBap MAM YCAyry C MOMOLLBIO
CO3[aHUA «OOQHOAHEBHbIX» MHTEPHET-MarasavHOB U CalTOB-ABOMHUKOB; C UCNONb30BaHMEM MHTepHeT-
NAoWaaoK no npojaxke TOBapoB W ycayr (canTbl «ABuTo», «HOna» u Ap.); B coumanbHbiXx ceTax «B
KOHTaKTe», « OQHOKNACCHUKN» UT.A.

Mpexae 4yem 3aKkasaTb ToBap B MHTepHeTe nouymTaiiTe OT3biBbl Ha Pa3HbIX CaiiTax O AAHHOM
WMHTEepHEeT-MarasuHe WAM BUPTyasbHOM MPOAABLE, B C/Ayyae HaAMuMa Bbl Cpasy oObHapyXuTte
OTpULATe/IbHblE OT3bIBbl, OTCYTCTBME OT3bIBOB O BblOBPaHHOM BaMM MHTEPHET-MarasvHe rOBOPUT O
KOPOTKOM Mepuoae ero CylecTBOBaHMA. BHMMaTenbHo uuTalite HasBaHMA WMHTepHeT-marasvHa, Tem
cambim Bbl U36exunTe cainTos-Kka0HOB. CTapaitTech M3beraTb NOKYMNKKW ToBapa no npegonnare. Ecam ueHa
TOBapa ropasfo HUXKe LeHbl B 0ObIYHbIX PO3HUYHbIX MArasmMHax, Tak U B APYrMX UHTEPHET-MarasuHax,
nMbo Ha pbiHKe B LE/SIOM (Hampumep, Npu Npojake aBTOMALUWHbI MO 3aHWMKEHHOW CTOMMOCTH), 3TO
NOBOJ HAaCTOPOMKMUTBLCS.

2. Mytem noayyeHua MHPopmaLUM OT ANLE, Pa3MecTMBLIEro 0b6bABAeHMEe O NPOoAaske KaKoro-
nMbo ToBapa, O MOAHbIX PEKBU3UTAX ero 6aHKOBCKOM KapTbl (HOMep, CPOK [AeNCTBUA, AaHHble
aepxatens, C VC-kog), AKobbl, C LeNbio BHECeHWA npeaonnaTbl, C NOCAEAYIOWMM XULLEHUEM C Hee



AEHEXHbIX CPeAcTB, MUCMOAb3ya MOJlyYeHHble AaHHble. He cooblualiTe Heu3BeCTHOMY KaKyk-1nbo
nHbopMauUMIo Kacatowytocs BaHKOBCKOM KapTbl - A0S OCYLLECTBAEHUSA nepeBoga TpebyeTcs TO/bKO
lWeCcTHaaUuaTU3HAYHbIX HOMep KapTbl. HM npu Kakux obcTosTenbCTBax He coobuwaiTte naposvM Ha
nposegeHve onepauuit. Maponb anAa Bxoga B cuctemy «BbaHK OHnalH» 3TO Bawa JiMYHaA
KOHbMAeHUManbHana nHpopmauma.

3. MNyTem NoAyYeHUs AEHEXHbIX CPeACcTB OT MoTepnesBlKnX npu, AKOObl, BHECEHUN CTABOK Ha
$GOHA0BBLIX M UHbIX BUprKax. Mpexkae 4em BHOCUTb AEHbIM MOYMTANTE OT3bIBbl HA Pa3/IMYHbIX CalTax B
NHTepHeTe, y3HalTe K IOPUCAMKLMM KAaKOM CTpaHbl OTHOCUTCA AeATe/IbHOCTb AAaHHOM opraHM3aumu, a
TaKXe 03HAaKOMbTECH C NMPaBM/IaMU U YCIOBUAMU ee AeATE/IbHOCTU.

4. B3nom cTpaHuL, MONb30BaTefNeil B COUMANbHbIX CeTAX, B OCHOBHOM «BKOHTaKTe» MU
«OAHOKNACHMKNY», U PacCblsiKa COObWEHNN «apy3baM» OT MUMEHM AAHHOro Noab30BaTesnsa C Npocbbol
OJ0NKNUTb AEeHer, KOTopble HYXHO NepeBecTM Ha YyKasaHHble aboHEeHTCKMe Homepa WUaM BaHKOoBCKMWe
KapTbl. Mpexae 4em oCyLLecTBUTbL NepeBos, No3BOHUTE CBOEMY APYry, OT KOTOPOro NpuLAo coobuieHue,
N YyTOYHUTE NHPOPMaLUIO.

5. C wucnonb3oBaHvem cpencTB COTOBOW CBA3M MyTem COOOLWEHWMA rpaxgaHam 3aBefomo
NIOXKHOW MHPOpMaLMK:

- O HapyweHunm wux O6IM3KMMM pPOACTBEHHWKAMM [OEWUCTBYIOLWLEro 3aKoHOAaTe/IbCTBa
(coBepwenune ATM, NnpUYMHEHWE TENECHbIX MOBPENKAEHWIN, XpaHEHMEe HApPKOTMKOB U T.M.), C Uenbto
nepefaym NOTEPMEBWMMM [EHEXKHbIX CPEeACTB 4yepe3 MocpeaHWKoB, nubo nepesBos WX 4epes
TEPMWHaNblI ONaaThbl ANA PaspeLEHUn CNOXMUBLUENCA CUTyaumn. MpuM 3TOM MOLLEHHWKM cTaparoTca
AepKaTb «KepTBY» BCerga Ha CBSi3M, C LIE/IbI0 UCKAOYEHMA KaKUX-TMBo AENCTBUA C ee CTOPOHbI Mo
nposepke uWHbopmauumn. Heobxoammo nepesBOHUTb HA M3BECTHble AaOOHEHTCKME HoMepa uuy,
KOTOPbIM  MPeACTaBAAETCS  3/I0YMbIWNEHHUK, /MO0  poACTBEHHMKAM, C LUENbl  BblIACHEHUS
OENCTBUTENBHOCTN npousowenwmx cobbitnit. MonpocuTb 3BOHALWEro Ha3BaTb Kakue-Anbo aAaHHble
Nvua, KoTopbim OH npeacTasaserca (.M.0., paTa poXKAOEHWUA, MECTO KUTENbCTBA, JaHHble
POACTBEHHUKOB, KaKne-1nbo daKTbl U3 KU3HU U T.4.).

- O 610KMpoBKe 6aHKOBCKOM KapTbl MyTEM PaAcCbiIKM SMS-coobLeHnit M nocaeaytolero
NHPOPMMPOBAHMNA O HEOBXOAMMOCTU Aa/ibHENLIEro BBeAEHMA Paaa KoMaHa ¢ 6aHkomaTa. Mpexae yem
BbINONHATbL Kakne-nnbo AencTBMA ¢ 6BaHKOBCKOM KapToi Nnepe3BoHUTe B 6aHK U yTOYHUTE MHDOPMaALMIO.

- O BO3MOHOCTM MNOMYYEHUA KOMMEHCALMM 3a paHee NpPUoBpeTeHHble HeKayecTBeHHble
TOBapbl MW OKasaHHble YCAyrn, ONA 4Yyero HeobxoguMMOo MNEPEUYNCAUTb onpeneneHHbl MNPOLEHT oT
nonaratowenca cymmol. Cnesyet 3HaTb, YTO Pa3/IMUYHbIE KOMMEHCALMKM BbINJAYMBAOTCA rpaxkgaHam
TO/IbKO MPU UX JIMYHOM MMUCbMEHHOM O06palleHnn B COOTBETCTBYHOWME oOpraHusaumu. HuKakue
NPOLEHTbI 33 BbINIaTy KOMMNEHCAL M He YyNAaYynMBatoTCA.

- AKOObI, U3 MOAUKANHUKN UK 6OI'IbHVILI,bI, 0 Tom yTO y Bac wam y Bawwnmx poAcTBEHHWKOB
O6H3py>KMI'II/I CTpaLIJHbIl‘/JI ANarHo3 u" yTObbI BblINEYUTL 6ONE3HDb HEO6XOAI/IMO nepesectn AeHbrn 3a
NeKapcTaa. HEOGXOAMMO NMOMHMUTDb, YTO HaCTO‘r'ILLI,Mﬁ Bpay HMKorga He 6y,u,eT 3BOHUTb Bam no Tened)OHy n
COO6LI.I,aTb O «CTpalWHOM AMarHose» nam npoCcuTb nepeBecTtn AeHbrv 3a IEKApPCTBA.

- C npocb60oit KynuTb NPOAYKTbI, CNUPTHOE, LUBETLI U T.N., 4OCTaBUTbL UX NO YKa3aHHOMY agpecy, a
MOMYTHO MEepPeyYncIUTb LeHeXHble CpeacTBa Ha TenedoH, C 3aBepeHMEeMm, YTO AeHbrM BEpHyT Mo
nNpubbITUIO Ha agpec 3aKasuumKka. Eciv Bbl UcMonHseTe Kakoe-nMbo nopydyeHuwe no TenedoHy,



AO0CTaBAnAeTe 3aKa3bl, TO HE CheayeT nepeBoanUTb AeHbrIM Ha HeE3HAaKOMble TEﬂEd)OHbI, CHa4ana AoCTaBbTe
TOBap NO Ha3Ha4YeHUIO N Ha MecCTe onpeaesinTecb C 3aka34nkom.

Kpome AWUCTaHUMOHHbIX MOLUEHHUYECTB rpaxgaHe CTaHOBATCA XepTBaMWM U KOHTAKTHbIX

MOLUEHHMYECTB, COBEPLIEHHbIX NO4 BWUAOM COLMAJIbHbIX PabOTHUKOB, COTPYAHUKOB Pa3/INUHbIX
opraHusauui (ropras, ropceet, MeHCUOHHbIN PoHA, MeaULMHCKMe paboTHUKK U T.4.). Mpeanoramm
MOryT ObITb: CpPOYHbI OBMeH JaeHer, HagbaBKM K MNEHCUW, NpPOBEpPKA rasoBOro WAW BOASHOIO
obopynoBaHMa, nepepacyeT KBapTnaaTbl, MNPemMMM BeTepaHam, npodaxka BbALloB, MeANUMHCKUX
NpU60opPOB MAN APYTNX Pa3SINYHbIX TOBAPOB MO AbrOTHLIM LLeHam U T.4,

OcHOBHaA Uenb 310YMbILW/IEHHUKOB - Y3HaTb, rae XpaHATCA AeHeXHble CpeacTBa «XKepTBbl»,

noc/ne 4ero oTBMEYb €e BHUMaHUe N COBEPLUNTb UX XMLLeHMe. TaKKe nNpeasorom MosKeT bbiTb ragaHue,
CHATUE AKOObI HAaNOXKEHHOM NopUM, UcueneHne ot 3abosieBaHuUN.

Kak noHATb 06MmaH:

- 06 obmeHe [AeHEe)KHbIX cpeacTB WAW NPOBEAEHUM Kakux-nnbo pedopm 3apaHee byaer
coobuwaTthca B pasnnyHbix CMMW (TenesmaeHue, paamo, nedaTtHble U3gaHuA), B oTAeneHusax 6aHKoB,
YUYpPEKAEHMAX COLMANbHOM NOJIUTUKKN, MEHCMOHHOTO ¢doHAA U T.4.

- Y3HaTb, YTO 3a OpraHM3aUMio NPeACTaBAAIOT Npuleawne U, NO3BOHUB TyAa, Y3HaTb, eCTb K
TaM TaKue COTPYAHWKM UM NpoBOAMUTCA M 06X0o4 AOMOB MO 0603HAaYeHHOMY BOMPOCY; MOMPOCUTbL
npeabaBUTL YA0CTOBEPEHMUE;

- YyBEAOMMTb POACTBEHHMKOB (¥enaTe/lbHO MONPOCUTb NoAbexaTb);
- NO3BOHMTb UM NO3BaTb coceaei;
- NO3BOHMUTb 3aKpenjeHHOMY COLManbHOMY PabOTHUKY;

- HE CTOUT NOKYNaTb Y HEN3BECTHbIX HUKAKUX /NEKAPCTBEHHbIX MPENapPaToB, rA30aHaA/IN3aTOpPOB,
CYEeT4YMKOSB, d)M!'IprOB Aana soabl, XO3AMCTBEHHbIX TOBapoB, MeANULNHCKUX I'IpVI60pOB nT.N.



